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Bezpecnostni zaplata linuxového jadra
Ochrana pristupu k pameéti
Nabizi:

podporu nespustitelnych stranek
randomizaci adresniho prostoru (ASLR)



Vyznam a omezeni

Oznacuje:
datovou pameét jako nespustitelnou

programovou pamét jako nezapisovatelnou a
nahodné ji usporadava
Tim efektivné zabranuje mnoha
bezpecnostnim exploitim, jako jsou napr.
nékteré druhy preteceni zasobniku
Cini Utoky return-to-libc (ret2libc) tézko
zneuzitelné
Nepredchazi variables a pointers overwriting



W

Podpora nespustitelnych stranek\Ci

Oznacit pamétové stranky jako nespustitelné
metadata stranek rozsitit o bit X (RW > RWX)

Pokud do takové stranky umisti utocnik svuj

kod a pokusi se jej vykonat, procesor mu to

nedovoli

No-eXecute bit (NX) je do procesoru

implementovan od roku 2004

Kde neni, PaX ho dokaze SW emulovat



PAGEEXEC

Vyuziva nebo emuluje NX bit
TLB jednotky - data (DTLB), instrukce (ITLB)

procesory Intel Pentium a vys, AMD Athlon/Duron
Nastavi supervisor bit, pri pristupu na stranku
dojde k vypadku stranky

ITLB — ukonceni procesu

DTLB — docasné odstranéni supervisor bitu, ulozeni
hodnot do DTLB



SEGMEXEC (1)

Segmentace: data segment, code segment
Rozdéleni adresniho prostoru na polovinu, dolni
pro data, horni pro code
Zrcadleni virtualniho prostoru
duplikace kazdé spustitelné (executable) stranky v
dolni poloviné adresniho prostoru do horni poloviny
Instrukce chce pristoupit na adresy v datovém
segmentu, které nemaji zadny kod umistény
v jeho zrcadlené adrese = vypadek stranky, PaX
ho obslouzi a ukonci proces



SEGMEXEC (2)
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Omezeni mprotec()

Zabranuje programum
zmenit stav stranek pameéti na spustitelné
(executable), kdyz tak nebyly vytvoreny

udélat ze spustitelnych stranek urcenych jen ke
cteni (read-only) zapisovatelné (writable)

vytvoreni spustitelnych stranek z anonymni pameti



Vyhody a nevyhody

PAGEEXEC

+ velikost adresniho prostoru aplikace nezménéna

- vétsi dopad na vykon (Castéjsi vypadky stranek)
SEGMEXEC

+ velmi nizky (témér nulovy) dopad na vykon

- omezeni velikosti adresniho prostoru aplikace
na 1,5 GB z plivodnich 3 GB
- nekompatibilita s nékterymi aplikacemi

Java, wine



Randomizace adresniho prostoru

(ASLR)

Proti Utokim vyzadujicim znalost adresniho
prostoru (return-to-libc)

Kod neni na adresach, které predem zname
Randomizace

Stack — 24 bits
Mmap — 16 bits
Executable — 16 bits

Heap — 12 bits (or 24 bits if executable is randomized
also)

PaX nabizi techniky RANDMMAP a RANDEXEC



ASLR - RANDMMAP

Nahodny vybér 16 bitl adresy pri hledani
namétového regionu pro systémové volani
mmap()

randomizace zakladni adresy z programové
hlavicky ELF binarniho programu

Velmi kvalitni ochrana ALE:

programy musi byt kompilovany s dostatkem informaci
pro relokaci (ET_DYN)

vétsSina programu je ET_EXEC, nutno znovu
zkompilovat

Distribuce Adamantix obsahuje ET_DYN
programy standardné




ASLR - RANDEXEC

Ochranai pro ET_EXEC, ale neni tak spolehliva,
muze zpusobit faleSné poplachy

Nahraje program na nahodnou adresu a zrcadli
na adresu puvodni

Sleduje vazby mezi obéma ¢astmi pri pokusu o
spusténi kodu — snaha detekovat netypické
navratové adresy (normalni vede do rand. casti)
Tento mechanismus neni zapinan standardné

pomoci utility paxctl Ize zapnout pro urcené programy



Stav vyvoje a podpora

Nejnovejsi verze
homepage: 2008, linux 2.6.27
grsecurity: 2010, linux 2.6.36
PaX je soucasti grsecurity
V distribucich Adamantix (Trusted Debian),
Hardened Gentoo
V OpenBSD
Kompatibilni s vSemi distribucemi — nutny
patch jadra



Patch jadra

Stazeni jadra a patche (pax.grsecurity.net)

Aplikace patche

patch —p1 < pax-linux-2.6.36.patch
--dry-run

Konfigurace jadra (PaX)

make menuconfig
Kompilace jadra
Instalace jadra



Konfigurace jadra

Zajima nas konfigurace PaX, nalezneme v
Security Options =2 PaX

.conflg - Linux Kernel v2.6.35 Configuratilon

Arrow keys navigate the menu. <Enter> selects submenus --->.
Highlighted letters are hotkeys. Pressing <Y= includes, <N= excludes,
<M= modularizes features. Press <Esc=<Esc> to exit, <?= for Help, </=
for Search. Legend: [#] built-in [ ] excluded <M> module < >

[#*] Enable various PaX features

aX Control ---=
Mon-executable pages ---=
ddress Space Layout Randomization ---=
Miscellaneous hardening features ---=

< Exit > < Help >




Konfigurace PaX Control

CONFIG_PAX_

SOFTMODE Arrow keys navigate the menu. <Enter> selects submenus --->.
. Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes,

- meChamsmy nEbUdOU <M> modularizes features. Press <Esc»<Esc> to exit, <?» for Help, </>
defaultné pouil'vané for Search. Legend: [#] built-in [ ] excluded <M> module < >
_ 1 ; |] Support soft mode (NEW)

musi se pOVOht *] Use legacy ELF header marking
PT PAX FLAGS [=] se ELF program header marking

- - MAC system integration (none) --->
El_PAX
- chpax
- deprecated
< Exit = < Help >

PT_PAX_FLAGS
- paxctl




Konfigurace Non-executable pages

CONFIG_PAX_

NOEXEC

PAGEEXEC |
Arrow keys navigate the menu. <Enter> selects submenus --->.

SEGMEXEC Highlighted letters are hotkeys. Pressing <Y> includes, <N= excludes,
<M= modularizes features. Press <Esc=<Esc> to exit, <?= for Help, </=
for Search. Legend: [#*] built-in [ ] excluded <M= module =< =

EMUTRAMP

[§§] Enforce non-executable pages

[*¥] aging based non-executable pages

[*] egmentation based non-executable pages
[#] Emulate trampolines

[#] Restrict mprotect()

[#] llow ELF text relocations

- Y — paxctl, povoleni
trampolin u program
- N — paxctl, vypnuti
PAGEEXEC a SEGMEXEC

MPROTECT

ELFRELOCS SR i

-N — kdyz jen PIC ELF
- readelf =S (.rel.text)
- Allow x Disallow




Konfigurace

CONFIG_PAX_

RANDKSTACK _ y
Arrow keys navigate the menu. <Enter> selects submenus --->.
Highlighted letters are hotkeys. Pressing <Y> includes, <N= excludes,

RANDUSTACK <M= modularizes features. Press <Esc=<Esc> to exit, <?= for Help, </=

for Search. Legend: [#*] built-in [ ] excluded <M= module =< =

[§] Address Space Layout Randomization

- ve 2 krocich

- druh\'/ mUze udélat VE”(y, [*] Randomize kernel stack base
h | [*] andomize user stack base
posun na vrcnholu [*] andomize mmap() base

zasobniku = problém u
programu které potrebuji
hodné paméti

(vic jak 2.5GB nebo

_1 iozasxcc;ﬁ ) < Exit > < Help > _

RANDMMAP



Konfigurace

CONFIG_PAX_

MEMORY_SANITIZE

- vymazani stranek paméti
jakmile jsou uvolnény

- dopad na vykon

MEMORY_UDEREF
- virtualizace - velké
zpomaleni

REFCOUNT
- memory leak

USERCOPY
- zanedbatelny dopad na
vykon

Arrow keys navigate the menu. <Enter> selects submenus --->.
Highlighted letters are hotkeys. Pressing <Y> includes, <N= excludes,
<M= modularizes features. Press <Esc=<Esc> to exit, <7?= for Help, </=
for Search. Legend: [*] built-in [ ] excluded =M= module =< =

[{] Sanitize all freed memo

[#] Prevent invalid userland pointer dereference
[#] Prevent various kernel object reference counter overflows
[#] Bounds check heap object copies between kernel and userland

< Exit =

< Help =




Vlastni zkusenosti - Ubuntu

Ubuntu 10.10 s jadrem 2.6.35
patch jadra — PaX
verze jadra a patche —2.6.35.9, 2.6.36.1

previously applied patch detected: Assume —R?
konfigurace PaX (viz. predchozi)
kompilace OK, nabootovani NE

patch jadra — grsecurity
jadro a patch 2.6.32
hotovy balicek



Vlastni zkusenosti - Debian

Debian 5.0 s jadrem 2.6.26

hotovy balicek — obsahuje grsec 2.1.12
dep http://debian.cr0.org/repo/ kernel-security/
apt-get install linux-image-2.6.27.29-4-grsec
PaX — softmode, disable MPROTECT, pemRS
upraveny balicek
linux-source-2.6.27.29-4-grsec
make menuconfig — upravit konfiguraci podle svého
kompilace, instalace



Utility (1)

paxctl

disable/enable

PAGEEXEC (-p), EMUTRMAP (-e), MPROTECT (-m),
RANDMMAP (-r), RANDEXEC (-x), SEGMEXEC (s)

debian:/home/veronika# paxctl -v test

V|eW flags (-V) PaX control v@.5

Copyright 2004,2805,2006,2007 PaX Team <pageexec@freemail.hu=

- PaX flags: -pS--mX--eR- [test]
PAGEEXEC is disabled
SEGMEXEC is enabled
MPROTECT is disabled
RANDEXEC is enabled
EMUTRAMP is disabled
RANDMMAP is enabled

File does not have a PT_PAX_FLAGS program
header, try conversion (-c, -C)



Utility (2)

pspax
soucasti pax-utils
zobrazi ELF/PaX informace o béZicich procesech

debian:/home/veronika# pspax
USER PID PAX MAPS ETYPE NAME CAPS ATTR
root 1 pemRS w™x ET EXEC init =ep cap_setpcap-e

root 965 pemRS w™x ET EXEC sh =ep cap setpcap-ep

root a7 pemRS w™x ET EXEC sh =ep cap setpcap-ep

root 1040  pemRS w™x ET EXEC file =ep cap setpcap-ep

root 1841 pemRS w*x ET EXEC pspax =ep cap setpcap-ep
paxtest

otestovani konfigurace PaX

pokus o spusténi kddu na zasobniku Ci datovém
segmentu, pokus o simulaci return-to-libc utoku atd.



paxtest — Debian bez PaX

Mode:

blackhat
Linux debian 2.6.26-2-686 #1 SMP Thu Nov 25 81:53:57 UTC 2010 1686 GNU/Linux

Executable anonymous mapping : Vulnerable
Executable bss : Julnerable
Executable data : Vulnerable
Executable heap : Vulnerable
Executable stack : Vulnerable
Executable anonymous mapping (mprotect) : Vulnerable
Executable bss (mprotect) : Vulnerable
Executable data (mprotect) : Vulnerable
Executable heap (mprotect) : Vulnerable
Executable shared library bss (mprotect) : Vulnerable
Executable shared library data (mprotect): Vulnerable
Executable stack (mprotect) : Vulperable
Anonymous mapping randomisation test : 9 bits (guessed)
Heap randomisation test (ET EXEC) : 14 bits (guessed)
Heap randomisation test (ET DYN) : 16 bits (guessed)
Main executable randomisation (ET_EXEC) : 10 bits (guessed)
Main executable randomisation (ET _DYN) : 10 bits (guessed)
Shared library randomisation test : 180 bits (guessed)
Stack randomisation test (SEGMEXEC) : 19 bits (quessed)
Stack randomisation test (PAGEEXEC) : 19 bits (guessed)
Return to function (strcpy) : Vulnerable
Return to function (strcpy, RANDEXEC) : Vulnerable
Return to function (memcpy) : Vulnerable
Return to function (memcpy, RANDEXEC) : Vulnerable
Executable shared library bss : Vulnerable
Executable shared library data : Killed

Writable text segments : Vulnerable




paxtest — Debian s PaX

Mode: blackhat

Linux debian 2.6.27.29-4-grsec #1 SMP Sun Aug 16 12:21:49 UTC 2089 1686 GNU/Linu
X

Executable anonymous mapping : Killed
Executable bss : Killed
Executable data : Killed
Executable heap : Killed
Executable stack : Killed
Executable anonymous mapping (mprotect) : Vulnerable
Executable bss (mprotect) : Vulnerable
Executable data (mprotect) : Vulnerable
Executable heap (mprotect) : Vulnerable
Executable shared library bss (mprotect) : Vulnerable
Executable shared library data (mprotect): Vulnerable
Executable stack (mprotect) : Vulnerable
Anonymous mapping randomisation test : 17 bits (guessed)
Heap randomisation test (ET EXEC) : 13 bits (guessed)
Heap randomisation test (ET DYN) : 23 bits (guessed)
Main executable randomisation (ET_EXEC) : 17 bits (guessed)
Main executable randomisation (ET _DYN) : 17 bits (guessed)
Shared library randomisation test : 17 bits (guessed)
Stack randomisation test (SEGMEXEC) : 23 bits (guessed)
Stack randomisation test (PAGEEXEC) : 23 bits (quessed)
Return to function (strcpy) : Vulnerable
Return to function (strcpy, RANDEXEC) : Vulnerable
Return to function (memcpy) : Vulnerable
Return to function (memcpy, RANDEXEC) : Vulnerable
Executable shared library bss : Killed
Executable shared library data : Killed

Writable text segments : Vulnerable



Shrnuti

Kvalitni ochrana pameéti proti riznym
bezpecnostnim exploitim

Pouzit grsecurity

Patch jadra

Utility — paxctl, paxtest



nttp://pax.grsecurity.net/

Wttp://grsecurity.net
nttp://en.wikipedia.org/wiki/PaX
nttp://www.gentoo.org/proj/en/hardened/
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Dékuji za pozornost



