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PocCatky ransomware

Ransom + software ©® ransomware
Vraceni ,funkCnosti” za penize
Nesmele zacatky ~ 2005

Spoléhani na socialni inzenyrstvi

Technicky primitivni

Snadné odstranéni

Repair in Express edition completed.

Repaired: 8 threats
Warning! Unable to repair: 18 threats

B Express edition unable to repair 18 threats. We strongly
recommend activating full edition of Attentive Antivirus for
repairing the remaining threats.

SpySheriff, RegistryCare,

Antivirus Plus, Notrel Antivirus, > Buy Full Editio
E'Set, aa f‘.f_::ﬂ?f::i:_' :_‘r'-?-._ra:s_r_r;;_'_;_a_ﬁj :iEE;:' of Attentive Antivirus, Please activate Attentive
T Activate Attentive Antivirus forfull protection

#SECFEST2017, Plzern, 2017-11-29 3/11



Pokrok nelze zastavit

Vetsi rozsireni ~ 2011-2012
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Technicky pokrocCilejsi
,onadne” odstraneni
Blokuje ,jen” pristup

#ipaysafe

Data bez povsimnuti

;\u‘
Trojan.Ransom.C, Reveton, ... w
&
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Soucasny ransomware

Uzivatel nespolupracuje (nechce platit)
= Evoluce pokracuje
Duraz na techniku ~ 2013
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Technicky ==

*
4 AT /  Your documents, photos, databases and other important files have been encrypted with
ZaS Ifrova n I d at g stTnLgﬁt :::l:mtlllﬂn a':lsd u:ﬁque Ice'!: gﬁ:mtred for t:ll:; mr?put:f 5

Private decryption key is stored on a secret Internet server and nobody can deorypt your

O d Stra n é n I’ / files until you pay and obtain the private key.

4. ¥ou only have 72 hours to submit the payment. If you do not send money within provided
40 time, all your files will be permanently crypted and no one will be able to recover them.

VyzadUJ.e deéifrOVéni ;.- Press 'View” to view the list of files that have been encrypted.

Komplikované " E: e

CryptoWall, CryptoLocker, ...

GETER 71:25:50
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Zalohujete sva data”

TO JSEM SE CHTEL ZEPTAT - 2ZALOHY
MATEZ A MOHL BYCH JE VIDET222

NEMATE, DOBRA ... A
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Ransomware @ ZCU

ZCU nestoji stranou

Zarizeni bez centralni spravy

Ruzna kvalita zabezpedeni
Uzivatele

Ruzny pristup

Ruzné bezpecnostni povédomi
Vyskyt malware

Zapojeni do botnetu (,centralni sprava®)
Ocekavani rozkazu
Instalace ransomware
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Zpusob infekce

Podvodny e-mail

NejCastejsi pricina!l

Uzivatel = slaby Clanek
Otevreni prilohy

Skript (program)

Dokument s makrem

Zavadne PDF

Stazeni malware
Zasifrovani dat

#SECFEST2017, Plzei, 2017-11-29
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@ Skolen' Fidied referentskych vozidel - Mozilla Thunderbird
Soubor Uprgvy Zobrazeni Prejit Zprava Enigmail Nastroje Napovéda
éPfijmoutzprévy v E/Napsat !(hat gAdreséf % Stitek = =
ipovédét € Odpovédétviem |~ =p Preposiat @ Plesmérovat [ Archivavat @ NevyZadana posta (8 Smazat  Vice =
Jan Rybar <janr@zcuc.z>
Skoleni Fidiéi referentskych vozidel 112
civenka@civ.zcu.cz
Dobry den,
v priloze naleznete seznam termind pro Skoleni Fidi€d referentskych vozidel. Absolvovani
Skoleni je nutné pokud vyuzivate sluzebni ¢i soukroma vozidla ke sluzebnim cestam. Ostatnim |=

zamdstnanclm je absolvovani &koleni také doporufovano, protoze informace zuZitkuji i ve
svém osobnim Zzivoté. Jako ridici motorovych vozidel, jako chodci, ale i jako cyklisté.

S pozdravem
Bc. Jan Rybar

& 1 priloha: skoleni.pdf ¥ Ulozit
91% -

LT

=X=)

Upoczornéni zabezpeceni

Dokument se pokousi pfipojit na adresu:
http://skolenizcu.bz

Divéfujete webu skolenizcu.bz? Pokud webu divéfujete, zvolte Povolit. Pokud
webu neddvéfujete, zvolte Zablokovat.

/| Pamatovat si tuto volbu u tohoto webu pro viechny dokumenty PDF

‘ Mapovéda Povolit H Zablokovat H Zrusit ‘ ‘
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Jak prezit ransomware”?

Predejiti problémum

Vzdelany uzivatel

e DO NEKTERYCH SITUACI
Zabezpecena zarizeni SE RADEJ! NEDOSTAVAME

Minimalizace dopadu

Minimalni pristupy
Zalohovani a plan obnovy
Platit nebo neplatit?

S teroristy vyderaci se nevyjednava
Moznost prijit o data ... | penize
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Vize do budoucna

Vyskyt ransomware

Standardni zarizeni
Ransomware

'_ Locks Down
" Hotel Rooms

Mobilni zarizeni
Internet veci

Infrastruktura
Portfolium hrozeb

Nedostupnost dat
Zverejneni dat (!)

, - | Metro Station's System Hacked
Omezeni sluzeb IR B - Free Rides For.Everyone !!!
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MINISTRY OF JUSTICE
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YOUR DEVICE HAS BEEN BLOCKED

DETECTED LLEGAL CONTENT

This device is locked due 10 the
violation of the federal laws of the
United States of America
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