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Co je to splunk?

* Software, ktery indexuje data z aplikaci, serveru ¢i
sifovych zafizeni

 Umoznuje prochazet, prohledavat, analyzovat a
vizualizovat rizna data z jednoho mista

* V realném cCase nebo nad historickymi daty
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» Zdrarma 60-t1 denni Enterprice licence, poté
prechod na omezenou Free verzi

* Snadnd a rychla instalace
* Po spusténi pristup pres webové rozhranni

 Prenositelnost na vsechna zarizeni




Vlozeni dat

 Jakdkoli data — nestrukturovana, ruzné zroje
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* Fields — oznacCeni, jaka data co znamenaji

e Defaultni — host, sourcetype

* Vlastni — definované regularnimi vyrazy

* Pridani dodateCnych dat, ktera budou dobre vypadat
na reportech (pr. tabulku Cislo produktu - nazev)
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Search

[ scurcetype=access_*

" 9,277 matching events
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[<] Hide 9 277 events during Monday, December 3, 2012
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+ Options «pev ll 2 3 4 5 6 7 8 9 10 next»  10perpage-~

178.15.3.3% - - [03/Dec/2012:23:59:34] "GET /flower_ store/category.screen?category id=CANDY HTTP/1.1™ 200 10567 "http://mystore.splunk.com
fflower store/cart.deo?acticn=purchasesitemId=EST-14&J5ESSIONID=SD3SL10FFSADFF3™ "Mozilla/3.0 (X1l; U; Linux i686; en-US5; rvil.8.0.10)
Geckeo/20070223 Cent05/1.5.0.10-0.1.el4.centos Firefox/1.5.0.10™ 3187 1245

£ =access_combined woookie -~ | source=Sampledata? zip: /apached splunk com/access_combined log -

y_id=CANDY =~ | action=purchase -
ntip=178.19.3.39 ~

178.19.3.3% - - [03/Dec/2012:23:39:34] "GET /flower store/category.screen?category id=CANDY HTTP/1.1"™ 200 10367 "http://mystore.splunk.com
fflower store/cart.deo?acticn=purchasefitemld=EST-14&JSESSIONID=SD3SL10FFEADFF3™ "Mozilla/3.0 (X1l; U; Linux i686; en-US; rv:il.28.0.10)
Gecko/20070223 Cent035/1.5.0.10-0.1.el4.centos Firefox/1.5.0.10™ 842 98§

host=127.0.0.1 -~ | sourc =access_combined wcookie ~ | source=SampledataZ zip:./apache2.splunk.com/access_combined.log -
| clientip=178.19.3.39 ~

id=CANDY =~ | action=purchase -

178.19.3.3% - - [03/Dec/2012:23:39:34] "GET /flower store/images/cat3.gif HTTP/1.1"™ 200 5024 "http://mystcre.splunk.com/flower store
/item.screen?item id=EST-14&J3ESSIONID SL10FFSADFF3™ "Mozilla/s3.0 (¥11l; U; Linux i686; en-U3; rw:1.8.0.10) Gecko/20070223
Cent05/1.5.0.10-0.1.el4.centos Firefox/1.5.0.10™ 3366 3244

host=127.0.0.1 ~ | sourc e=access_combined wcookie - | source=Sampledata2 zip:./apache2 splunk.com/access_combinedlog -~ | clientip=178.19.3.39 -

10.1%2.1.46 - - [03/Dec/2012:23:59:15] "POST /flower_ store/order.dc HTTP/1.1™ 200 13843 "http://mystore.splunk.com/flower_store
fenter order information.screen&JSESSIONID=SD3SL10FFSADFF3™ "Mozilla/3.0 (X11l; U; Linux i686; en-US; rv:1.8.0.10) Gecko /20070223
Cent05/1.5.0.10-0.1.el4.centos Firefox/1.5.0.10"™ 1463 2371

host=127.00.1 - | sour ==access_combined_wcookie ~ | source=Sampledata? zip:./apacheq.splunk.com/access_combinedlog ~ | clientip=10.192.1.46 -

10.192.1.46 - - [03/Dec/2012:23:39:13] "GET /flower_ store/category.screen?category id=PLANTS HTTP/1.1™ 200 10567 "http://mystore.splunk.com
/flower store/cart.do?acticn=purchasesitemId=EST-27&JSESSIONID=SD3SL10FFEADFF3™ "Mozilla/3.0 (X11l; U; Linux i686; en-U3; rv:l.8.0.10)
Gecko/20070223 Cent05/1.5.0.10-0.1.el4.centos Firefox/1.5.0.10™ 3352 1920

host=127.0.0.1 - | scurcetype=access_combined wcookie « | source=Sampledata2 zip: /apachel. splunk.com/access_combinedlog ~ |

y_id=PLANTS = | a

ction=purchase -
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Vyhledavaci jazyk

* CLI
* Fieldy

* Pipeline
 Subserch
 Funkce

* Regularni vyrazy




Pi: Pristupy dle produktu

sourcetype=access_* | timechart count(eval(action="purchase")) by
product_name usenull="1"

Sp'l.lnk N Administrator | App ~ | Man

Summary Search Status ~ Dashboards & Views ~ Searches & Reporis ~

Search: Top Purchases by product! @ Smart Mode

" 9,277 matching events Q G M M

48 results during Monday, December 3, 2012

= [_ Export Options I_ 2 3 4 5 onext 10 per page ~
Overlay: None |

_time = Beloved's Embrace Bouquet + Birthday Wishes Balloons > Bountiful Fruit Basket + Decadent Chocolate Assortment + Dreams of Lavender Bouquet = Fragrant Jasmine Plant * Gardenia Bonsai Plant + Tea & Spa Gift §
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121312 2 2 0 2

12/312 1: 0 0 0 0 0 0 0

1243 0 0 2 2 2 0 0
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1243 0 0 0 2 2
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12/3 3 3 0 0
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Prezentace vysledku

e Reporty
» Zobrazeni vysledku vyhleddvani — grafy

* Dashboardy

e Sdruzovani reportt

» Export: PDF, e-mail




Pi: pristupy dle produktu

Splunk Administrator | App -

Summary Search Status - Dashboards & Views - Searches & Reports ~

Report: Top purchases by Product -report!

o« 9,277 matching events EG

Save results Share results... Viiew previous jobs View events Generate POF

Top purchases by Product

20
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Beloved's Embrace Bouguet
Birthday Wishes Balloons
I Bountiful Fruit Basket
-l

. @ Decadent Chocolate Assortment
Dreams of Lavender Bouquet
Fragrant Jasmine Plant

-. 0 Gardenia Bonsai Plant
Tea & Spa Gift Set
I vibrant Countryside Bouquet
'.l-l

3 |
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2012
_time
- Table
Overlay:  Mone = & Enable Preview Export l_ 2 3 4 5 nextw 10 per page ~
_time = Beloved's Embrace Bougquet + Birthday Wishes Balloons = Bountiful Fruit Basket + Decadent Chocolate Assoriment » Dreams of Lavender Bouquet = Fragrant Jasmine Plant + Gardenia Bonsai Plant = Tea & Spa Git
12/3M12 12:00:00.000 AM 0 4 1 1 2 1 2 1
12/3M12 12:30:00.000 AM 2 1 2 0 1 1 2 1

12/312 1:.00:00.000 AM 0 1 0 0 0 0 0 0
121312 1:30:00.000 AM - 0 1 0 2 2 2 0 0
121312 2:00:00.000 AM 0 1 3 1 1 3 0 2
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* Definovani zajimavych (nebezpecnych) udalosti

* Vygenerovani vystrahy

» Reakce na vystrahu
e Poslani e-mailu

e Spusteéni skriptu




Spoluprace

* Cisco

» ZabezpeCeni webu, emailu, feSeni spamu
* Microsoft

e Zabezpeceni, feSeni problému

* F5

* Real-time prohledavani a analyza dat
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Splunk Apps

» Stovky dopliki, rozSiteni, usnadnéni..

» Poskytuji uzivatelsky komfort pro ruzné role a
pripady uziti

* Sledovani systému — Windows, Linux
* (Cisco security suite

* Splunk on Splunk
* Google maps pro zobrazeni vysledkli na mapé l



Reference

* Enterprice licenci ma pres 4 400 spoleCnosti
* Ve vice nez 80 zemich

 University of Texas, Austin
 Vice nez 50 000 studentu, pres 120 000 zarizeni

* American University of Sharjah
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Proc prave Splunk?

* Snadna 1nstalace 1 pouzivani

e Pfistup ke vSem datum z jednoho mista v realném
case

* Automatické upozornéni na podezielé udalosti

* Pro vSechny uzivatele — CLI 1 klikaci
* Spusténi na rozdilnych HW
» Dokaze zpracovat desitky terabytu dat denné

* Bezpecnost
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* DéEkuj1 za pozornost




