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Prehled IGP smérovacich protokolu
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IGP protokoly
= Cojsou IGP protokoly?

— Smerovaci protokoly pouzivané pro prenos informaci o sitich v
ramci jedné administrativhi domény (intradomain)

— Dynamicke smerovaci protokoly sdileji informace o dostupnosti
a stavu siti

— Dokazi automaticky urcit nejlepsi cestu, aktualizovat smérovaci
tabulku a najit dalSi nejlepsi cestu v pfipadé, Ze puvodni cesta
se stane nedostupnou => tzv. schopnost pfizpusobit se zménam
sitove topologie

= RIPv1/v2

= EIGRP

= OSPF

= S-S

= Mame i jiné protokoly, nez IGP?
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RIPv1/v2

Distance-vector protokol

— Puvodné navrzeny pro mensSi sité, kde se oCekavaly data-links s
podobnou bw

Request message a Response message, UDP 520

— Max 25 siti v jednom updatu

Metrika: hop count (1 — 15/16)

Posila informace o sitich v pravidelnych intervalech (full updates)

— Update timer (Cisco 25,5 — 30s), Invalid timer (180s), Flush timer
(240s), Hold-down timer (180s)

Mechanismy zabranujici smerovaci smycce
— Split-horizon
— Route poisoning (poison reverse)

AD 120

Rozdil mezi RIPv1 a RIPv2?

— VLSM informace, autentizace, mcast adresa pro updaty (224.0.0.9),
next-hop, external route tags

Dnes 3 verze RIPu
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EIGRP (1.

Advanced Distance Vector protokol
— Vyvinul se z IGRP

= Cisco IGP
= Classless — VLSM support
= RTP, Multicast (224.0.0.10) a unicast

= Neighbor discovery a keepalive pakety

— Hello packets (timer nemusi byt shodny): 5s/60s (NBMA, low-
speed linky)

— Hold-timer: 15s/180s (NBMA)
= Updaty multicast a pak unicast, Castecné updaty
= Metriky

— Bandwidth, load, delay, reliability, MTU

— Bandwidth Ize ménit na rozhrani (lokalné vyznamna metrika)

— K hodnoty musi byt shodné, aby se smerovace staly neighbory
6.4.2010 RCNA_Plzen_RoutingProtokoly



EIGRP (2.)

DUAL finite state machine, Feasible successor,
Advertised distance (sousednim smeérovacem) a
Feasible distance (AD + moje distance)

Neighbor tabulka => EIGRP Topology tabulka =>
smerovaci tabulka

Rychla konvergence

AD 90, redistribuované sitée 170

Konfigurace: network wilcard-mask

— pokud nezadame informaci o masce podsite, EIGRP vezme
informaci o siti jako classful

Autentizace (MD5)
Split horizon
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OSPF (1.)

= Link-state protokol, IEEE standard
* Router-ID pro navazani sousedstvi

= Hello (10s LAN/30s WAN), LSR, LSU, LAck
Zpravy

* Pro navazani sousedstvi

— Auth pass, primary subnet shodna, stejna area a typ,
Hello a Dead timery shodne, jedinecne RID, MTU

= Koncept DR a BDR na broadcast sitich

= Mcast 224.0.0.5 (vSechny OSPF routery) a
224.0.0.6 (DR)
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OSPF (2.)

= |east-cost route vybrana na zakladé nakladu
jednotlivych rozhrani (Dijkstra algoritmus)

= Pouziva koncept ,areas” (backbone area, ABR, ASBR)
— RychlejSi vypocCet LCR
— mensi naroky na pamet’
— selhani linky v jedné area vyzaduje pouze CasteCny vypocCet SPF
v ostatnich areach
— sité jsou sumarizovany na urovni ABR a ASBR (vede k menSi
LSDB a rychlejsi kalkulaci => kratSi konvergence)
Virtual-link pro propojeni areas s backbone area
(doCasné reSeni)

= Clear text a MD5 autentizace

6.4.2010 RCNA_Plzen_RoutingProtokoly



NejCasteji pouzivané IGP protokoly

= OSPF

" |S-IS

* EIGRP, RIP

= Statika + default route

= PE-CE reseni: BGP, RIP, OSPF

6.4.2010 RCNA_Plzen_RoutingProtokoly



' I ol l I Cisco | Networking Academy”’
C I S C O Mind Wide Open”

Fungovani smérovacich protokolu v
Cisco routerech

6.4.2010 RCNA Plzent RoutingProtokoly



Vyber cesty k siti do RIB

= Jak je pouzivana AD k

uréeni, ktera route ma R":VZ E"iRP E'GiRP
/t instalovana®?
byt St_a O a a, |10.1.1.0/24 10.1.1.0/24I 10.1.1.0/25
= Pouze identické routes
: .. These two routes
JSOU pOFOvnavany are identical
— ldentické prefixy s rGznymi
délkami prefixt nejsou EIGRP internal = 90
stejna route RIP = 120
[ | v
R?E,Jte od prOtOkOIU S EIGRP internal installed
nizSi AD bude

instalovana do RIB
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-
Vyber cesty

RIB dostane novou OSPF route, zavola si EIGRP a
EIGRP rozhone, zda-li ma byt OSPF route
instalovana.

RIB dostane odpovéd’ od EIGRP a ,,vysSplouchne*
EIGRP route

IP-EIGRP (Default-IP-Routing-Table:100) : Callback: lostroute

/////’ RT: add 192.168.239.0/24 via 208.0.245.11, ospf metric [110/651

EIGRP dostane callback s informaci, ze RIB
odstranil jednu z jeho routes

RIB nainstaluje OSPF’s route

RIB oznami OSPF, ze byla jeho route instalovana
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Staticke cesty

= Staticka route na rozhrani je ukazana v RIB jako
Connected:
— router (config) #ip route 10.1.0.0 255.255.0.0 fa 0/1

— router#show ip route

10.0.0.0/16 1s subnetted, 1 subnets
S 10.1.0.0 is directly connected,
FastEthernet0/1

= Statickeé cesty na rozhrani budou zahrnuty pokud
nakonfigurujeme Redistribute connected

= Jak k tomu pristoupi smerovaci protokoly ve vztahu k
network statement?
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Staticke cesty
= OSPF:

— Static routes to interfaces are not advertised as a result
of a network statement

= EIGRP:

— Static routes to interfaces are considered connected routes

— They will be picked up and advertised if they are contained
within a network statement

= |S-IS:

— |S-IS doesn’t use network statements, so static routes to
interfaces are not advertised without redistribution

= BGP:

— Static routes to interfaces are installed the routing table

— They will be picked up and advertised if they match a

. network statement
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Navrh siti s ohledem na IGP
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Hierarchicky design kampusove site

Nabizi hierarchii — kazda vrstva ma

Distribution

Distribution

Access

svou specifickou roli

Modularni topologie — stavebni bloky

Snadny rust sité, porozumeéni a

troubleshooting
Vytvari mensi chybové domény — jasné
rozdéleni a izolace problému

Podporuje load balancing a
redundanci

Podporuje deterministické chovani
provozu

Zabudovava rovnovahu L2 a L3
technologie, vyuzivajic silné stranky

obou
Vyuziva L3 routing pro load balancing,

rychlou konvergenci, Skalovatelnost a

fFizeni provozu




Best Practices - L3 smerovaci protokoly

= Typicky nasazené v distribuCni a
paterni vrstve, a na spojich patere

= Pouzivané k rychlému
pfesmérovani v pfipadé vypadku
spoju/uzlu, zatimco poskytuji load-
balancing pfes redundantni cesty

= Stavime do trojuhelniku, ne do 4
Ctvercu, abychom dosahli
deterministické konvergence

= Peering pouze na spojich, které
chcem pouzit jako tranzitni Layer 3 Equal

= Musime zajistit redundantni L3 st ke
spoje, abychom se vyhnuli
,cernym diram”

=  Summarizujeme od distribuc¢ni
vrstvy k pateri, abychom omezili
polomér dotazu EIGRP a Sifeni
OSPF LSA

Layer 3 Equal
) Cost Links

Internet
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Best Practice — pasivni rozhrani pro IGP

L|m|tu1eme OSPF a EIGRP Peerlng

pres pristupovou vrstvu

= Limitujeme nepotrebny
peering pomoci passive
interface:

— 4VLANSs per wiring closet,
— Celkem 12 adjacencies

— Narust pozadavkl na pamét a
CPU bez realného pfinosu

— Zpusobuje overhead pro IGP
OSPF Example:

Router (config) #router ospf 1

Router (config-router) #ipassive-
interface Vlan 99

Router (config) #router ospf 1

Router (config-router) #ipassive-
interface default

Router (config-router) #ino passive-
interface Vlan 99

=

Distribution P I .
',Ic Routing
o0

o QI \ Updates

o M

Access _’ ?%’

=

EIGRP Example:

Router (config) #router eigrp 1

Router (config-router) #fpassive-
interface Vlan 99

Router (config) #router eigrp 1

Router (config-router) #ipassive-
interface default

Router (config-router) #ino passive-
interface Vlan 99



CIDR - Classless InterDomain Routing

* Pred CIDR bylo mozné dat organizaci pouze classful sit

= |P subnetting prinesl dalsi uroven hierarchie do struktury
trid IP adres (network — subnet — host)

= VLSM zlepSuje vyuziti pridéleného adresniho prostoru,
ale nefeSi problém nevyhovujiciho zpusobu pridélovani
IP adres organizacim

" CIDR zcela opousti koncept trid IP adres

* Blok adres je reprezentovan tzv. CIDR blokem/supersiti

— Napf. agregace 256 siti pavodni C-tfidy do jednoho adresniho
bloku (192.168.0.0 — 192.168.255.0/24 => 192.168.0.0/16)

= CIDR umoznuje flexibilni subnetting siti a jejich
pridélovani riznym organizacim za uCelem vymeény
interdomain routing informaci
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Sumarizace

= Dobré IP adresni schéma je tvorene s myslenkou na
sumarizaci

= Vytvarime takové podsite, které Ize snadno sumarizovat

* Inclusive summary route

— Jedna sumarizujici sit, tak maly rozsah adres jak je jen mozne,
ktera zahrnuje vSechny ukazané routes/subnety, i ty, které jesté
neexistuji

— Napf. 171.16.20. — 23.0/24 => 171.16.20.0/22
= ProC sumarizace
— udrzeni velikosti routovaci tabulky

— je mozné propagovat informace o siti, aniz by byly odesilany
informace o kazdém jednotlivém hostovi (dulezité u broadcast
medii jako napr. Ethernet)
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ProC sumarizujeme v Distribucni vrstve
Limit EIGRP Queries and OSPF LSA Propagation

No maries

Je dulezité sumarizovat ve sméru eries Go Beyon Core

od distribuéni k patefni vrstvé site© Restof Network 1

Limitovanim poctu peert na
EIGRP routeru, kterych se musi
dotazovat, nebo poCtu LSA, které
musi OSPF router zpracovat,
muzeme optimalizovat tento re-
route

EIGRP example:

interface Port-channell
description to Coreil

ip address 10.122.0.34
255.255.255.252

ip hello-interval eigrp 100 1
ip hold-time eigrp 100 3

ip summary-address eigrp 100
10.1.0.0 255.255.0.0 5

10.1.1.0/24 m
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Reduce the Complexity of IGP Convergence

Je dllezité sumarizovat ve sméru S . ttﬁ
od distribuéni k patefni vrstvé sité = Bt i g
R

Pro zpétny provoz je pozadovan
OSPF nebo EIGRP re-route
Limitovanim poctu peert na
EIGRP routeru, kterych se musi
dotazovat, nebo poctu LSA, které
musi OSPF router zpracovat,
muUzZeme optimalizovat tento re-
route

V EIGRP, pokud sumarizujeme na
distribucni vrstvé, zastavime tim
dotazy patefnich routeru, kdyz
Jflapuje” pfistupova vrstva

V OSPF, pokud sumarizujeme na
distribuéni vrstvé, (area border
nebo L1/L2 border), ,zaplava“
LSAs je limitovana na distribuCni
routery; SPF tim padem
zpracovava pouze 1 LSA misto 3 ,

71

EZ-ZII_
Ic

I
=

'\/‘ l}
_[¢ (

S

Summary
10.1.0. 0/16

0/24 10.1.2.0/24
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Sumarizace v jednotlivych IGP

= Cisco |I0S IP Routing: Protocol-Independent
Configuration Guide

= Automaticka vs. Manualni sumarizace (RIP a EIGRP)
= RIP

— (config-if)# ip summary-address rip ip-address

= EIGRP

— (config-if)# ip summary-address eigrp as-number address mask
[admin-distance]

— Cisco I0S vzdy vytvori summary route na nullO interface (aby se
zabranilo routing loops, kdyby poslal paket na default route)

" OSPF

— Z jedné OSPF area do druhé
* -rtr)# Area area_id range ip_address mask ...
— Na ASBR pro redistribuované sité

* -rtr)# Summary-address ip-address mask not-advertise
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Discard Routes

= Discard routes jsou vytvoreny, kdyz router agreguje
smerovaci informace

— (EIGRP) ip summary-address eigrp 100 10.1.0.0
255.255.0.0 5

- (OSPF) area 1 range 10.1.0.0 255.255.0.0
— (IS-IS) summary-address 10.1.0.0 255.255.0.0 level-2

— 2651A#show ip route

- D 10.1.0.0/16 is a summary, 00:04:03, NullO
= Discard route ma defaultné AD 5
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Zakladni struktura RIB

= Routing Information Routing Protocols
Base, neboli RIB Interfaces
= Smerovaci protokoly Other Sources

— Instaluji ,cesty” do RIB
— Statickeé cesty jsou
smeérovaci protokol RIB

= Rozhrani
— Instaluji ,,cesty” do RIB

= Dalsi zdroje
— Instaluji ,cesty” do RIB
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O cem je redistribuce

= Kazdy smeérovaci protokol si udrzuje informaci o
,svych” IP sitich

— Informace neni dostupna v ostatnich smérovacich
domeénach

" ,Vymena" informaci mezi smerovacimi protokoly

= Redistribuce se realizuje na hranicnim routeru
mezi dvémi IGP doménami

= Duvody pro redistribuci
— Historicky vyvoj sité
— Fuze nekolika firem dohromady
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Zaklady redistribuce

* Routes mohou byt
redistribuovany z jednoho

protokolu do dalsiho EIGRP
* Routes nejsou ve skutecnosti |
redistribuovany mezi Topology
protokoly
— Routes jsou brany z RIB, ne [
z protokolu! x RIB
— Redistribujici protokol vi,
které cesty vzit z RIB na
zakladé informace |
“known via” Database
|
routerf#show ip route 10.0.0.0 OSPF

Routing entry for 10.0.0.0
Known via “eigrp 100" istance 90, metric 3072256, type internal
Redistributing via eigrp 100
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Zaklady redistribuce

= Cesta musi byt instalovana v RIB, aby mohla byt
redistribuovana

= Redistribuované cesty ze smerovaci tabulky nejsou
instalovane protokolem, ktery si je prebira

= Nic, co neni v RIB, nemuZze byt predmétem filtrovani
redistribuce
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Konfigurace redistribuce

= V config modu smerovaciho protokolu
— -rtr)# redistribute protocol [process-id] ...
— -rtr)# redistribute eigrp 1

= Metriky mohou byt defaultni nebo nastavené
— Vzdy nutné nastavit u RIPu

= Redistribuujeme vsechny site nebo jen nektere
— Pouzivame route-map

= Site (routes) Ize oznacit a pak s nimi dale v siti
(network) pracovat

— Route map — set tag / match tag
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Pripojeni k ISP
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Ziskani internetové konektivity

= Staticke pripojeni - Default route
= BGP
= Dual-homing/Multihoming
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Statika — default route

* Prirazena verejna IP adresa (Pl vs. PA)
— NAT/PAT

" Pripojeni k jednomu ISP statickou cestou

= Dovnitr sve site propagujeme defaultni route na
hranicni smerovac

= |SP propaguje statickou route k nasi siti

= Je dobré monitorovat rozhrani

= Backup interface up v pripade vypadku
primarniho rozhrani (object-tracking v IOSu)
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BGP

= Mocny protokol

* |nterdomain smeéerovaci protokol pro pripojeni k ISP

= Spolehlivy provoz pres TCP, dest.port 179, lokalni port je
nahodne Cislo

* Prirazene Cislo Autonomniho systemu (od IANA)

— Do ledna 2009 2-byte: 1 — 65535 (64496 — 64511 rezervovane,
64512 — 65534 ,privatni“, specialni 65535)

— Od ledna 2009 4-byte: 65536 — 4294967295 (65536 — 65551
Sprivatni®)
= Externi BGP relace (mezi ruznymi ASs) (preferované
pres Loopback rozhrani)
= Primeé propojeni mezi BGP sousedy vs. multihop
* Prirazena verejna IP adresa (Pl vs. PA)

= Smeérovac, ktery zvladne BGP (plna BGP tabulka v 3CXL
supervisorech/ASR1000 a vys)

6.4.2010 RCNA_Plzen_RoutingProtokoly



Dual-homing/Multihoming

= Pripojeni AS vicekrat k
jednomu ISP

= Pripojeni AS k vice nez
jednomu ISP

= Duvody
— Zalozni spojeni
— VytiZzenost linky k ISP

" Load-balancing, i
smerovaci politika AS 45000

= Pozor na tranzitni AS!
= Stub-AS neni tranzitni

Router A |
I1U-1-1-1@ outer | Router E

||‘IE!E.1 68.1.2

19216832 aAg 50000

‘ Router B
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Souhrn
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Zajimave dokumenty

Cisco.com -> Support -> Configure -> Select your
product -> Cisco IOS and NX-OS Software -> Cisco 10S
-> Cisco I0S Software Family 15

Cisco |IOS Software Releases 15.1 Configuration Guides
— http://www.cisco.com/en/US/products/ps10592/products_installation &

Cisco 10S Routing Protocols Configuration Guides
— Skvély zdroj informaci

Cisco 10S Routing Protocols Command Guides

— Dokaze objasnit tajemstvi I0S prikazu ©

Cisco Validated Design Program — Campus Design
Guide

— http://www.cisco.com/go/designzone
— Stanou se z Vas moudfi architekti IP siti ©
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